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(54) Subscriber/mobile terminal identifying device 

(57) A subscriber / mobile terminal identifying de- 
vice (300, 400, 900) attachable to and detachable from 
mobile terminals (10, 20), and provided with an identifi- 
cation number for identifying a mobile subscriber or a 
mobile terminal. The device includes a plurality of mem- 
ory areas (113, 151 ) corresponding to a plurality of mo- 
bile networks (1, 2, N) adopting communication meth- 
ods different from each other, respectively so that the 
mobile subscriber or the mobile terminal can be identi- 
fied in the plurality of mobile networks (1 , 2, N). The 
same identification number for identifying the mobile 
subscriber or the mobile terminal is stored in all the plu- 
rality of memory areas (113, 151). 
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Description 

The present invention relates to a subscriber / mobile ternninal identifying device. 

Tlie subscriber / mobile terminal identifying device carries in general an identification (ID) number for identifying 

s the mobile subscriber and/or the mobile terminal and also an authentication program for authenticating the mobile 
subscriber and/or the mobile terminal. As for examples of this identifying device, there are a memory device such as 
a ROM (Read Only Memory) accommodated in the mobile terminal housing and a SIM (Subscriber Identity Module) 
which is typically an IC card with CPU, detachable from the mobile terminal body Since the ROM is mounted and fixed 
in the mobile terminal housing, the subscriber number stored in the ROM will be always coupled with the mobile terminal. 

10 Whereas, according to the SIM, the subscriber number can be separated from the mobile terminal and can be carried 
with the mobile subscriber (card roaming). The SIM is mostly constituted by the IC card with CPU, whose physical 
standard and electrical characteristics are internationally defined, or by an IC device. 

Since the file structure, the authentication operation protocol and the input/output information format in each of 
the SIMs are different from each other depending upon the every communication method, correct identification of the . 

IS mobile subscriber and/or the mobile terminal cannot be expected if the communication method adopted in the SIM is 
different from that adopted in the mobile terminal to which the SIM is to be attached. Thus, In that case, card roaming 
cannot be executed. In other words, according to the conventional art, the card roaming can be executed between the 
mobile networks adopting the same communication method but cannot be executed between the mobile networks 
adopting different communication methods such as PDC (Personal Digital Cellular) method which Is Japanese standard 

20 communication method and GSM (Global System for Mobile communications) which is European standard communi- 
cation method, respectively. 

The present invention relates to a subscriber/mobile terminal identifying device attachable to and detachable from 
mobile terminals, and provided with an identification number for identifying a mobile subscriber or a mobile terminal. 
Particularly, according to the present invention, the device includes a plurality of memory areas corresponding to a 

2S plurality of mobile networks adopting communication methods different from each other, respectively so that the mobile 
subscriber or the mobile terminal can be identified in the plurality of mobile networks. The same identification number 
for identifying the mobile subscriber or the mobile terminal is stored in all the plurality of memory areas. 

The present invention provides a subscriber/mobile terminal identifying device whereby the card roaming in mobile 
networks adopting a communication method different from that in the home network can be easily executed. 

30 Therefore, by subscribing to only one mobile network and by getting at least one subscriber ID number or mobile 

terminal ID number, Identification of the mobile subscriber or the mobile terminal is possible even in a visited mobile 
network which adopts a communication method different from that in the home mobile network. Thus, roaming oper- 
ations among the different mobile networks adopting different communication methods can be realised by nneans of 
the SIM card. 

3S It is preferred that the device includes an authentication program with a format belonging to a home mobile network, 

and a conversion program for converting the format from the format belonging to the home mobile network into a format 
belonging to a visited mobile network. In this case, preferably the device further includes means for distinguishing a 
communication method adopted In a mobile network in which the mobile subscriber is locating, based upon information 
given from a mobile terminal to which the device is attached, and means for allowing execution of the conversion 

40 program when the distinguished communication method belongs to the visited mobile network and for inhibiting the 
execution of the convers'ion program when the distinguished communication method belongs to the home mobile net- 
work. 

It is also preferred that the device includes a first authentication program with a format belonging to a home mobile 
network, and a second authentication program with a format belonging to a visited mobile network. In this case, pref- 

^ erably, the device further includes means for distinguishing a communication method adopted in a mobile network in 
which the mobile subscriber is locating, based upon information given from a mobile terminal to which the device is 
attached, and means for selecting the second authentication program when the distinguished communication method 
belongs to the visited mobile network and for selecting the first authentication program when the distinguished com- 
munication method belongs to the home mobile network. 

so . By converting the authentication operation forrmt to that belonging to the visited mobile network or by selecting 
the authentication operation format belonging to the visited mobile network, authentication of the mobile subscriber or 
the mobile terminal can be easily executed in the different communication method's mobile networks by means of the 
single subscriber/ mobile terminal identifying device. 

It Is preferred that the plurality of memory areas are mounted in a pluraility of IC devices physically separated with 

ss each other, respectively, or in a single IC device. 

In the tatter case, the single IC device may contain a plurality of IC chips physically separated with each other and 
the plurality of memory areas are mounted in the plurality of IC chips, respectively, or the single IC device may contain 
a single IC chip and the plurality of memory areas are mounted in this IC chip. 
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Further objects and advantages of the present invention will be apparent from the following description of embod- 
iments of the invention as illustrated in the accompanying drawings. 

Fig. 1 shows a whole constitution of a communication system of an embodiment according to the present invention. 

Fig. 2 schematically shows a mechanical structure of IC devices illustrated in Fig. 1. 
s Fig. 3 schematically shows a mechanical structure of the remaining IC device illustrated in Fig. 1 . 

Fig. 4 shows a file configuration example of a data memory area of an tC chip illustrated in Fig. 2. 

Fig. 5 shows an another file configuration example of a data memory area of the IC chip illustrated in Fig. 2. 

Fig. 6 shows a further file configuration example of a data memory area of the IC chip illustrated in Fig. 2. 

Fig. 7 shows a file configuration example of a data memory area of the IC chip illustrated in Fig. 3. 
10 Fig. 8 shows a still further file configuration example of a data memory area of the IC chip illustrated in Fig. 2. 

Fig. 9 shows an another file configuration example of a data memory area of the IC chip illustrated in Fig. 2. 

Fig. 10 shows an example of the IC chip with the file configuration illustrated in Fig. 7. 

Fig. 11 shows an input/output structure of an authentication program illustrated in Fig. 10. 

Fig. 12 shows an input/output structure of a FCP illustrated In Fig. 10. . 
IS Fig. 13 shows an another example of the IC chip with the file configuration illustrated in Fig. 7. 

Fig. 14 shows an input/output structure of an authentication program illustrated in Fig. 13. 

Fig. 15 shows an example of the IC chip with the file configuration illustrated in Fig. 8 or Fig. 9. 

Fig. 16 shows an input/output structure of a controller illustrated in Fig. 15. 

Fig. 17 shows an another example of the IC chip with the file configuration illustrated in Fig. 8 or Fig. 9. 

^ Fig. 18 shows an Input/output structure of a selector Illustrated in Fig. 17. 

Fig. 19 constituted by combining Figs. 19A and 19B shows an example of the identification and authentication 
operations at roaming by using an IC device provided with the IC chip illustrated in Fig. 10. 

Fig. 20 constituted by combining Figs. 20A and 20B shows an example of the Identification and authentication 
operations at roaming by using an IC device provided with the IC chip illustrated in Fig. 15. 

25 ' Fig. 21 constituted by combining Figs. 21 A and 21 B shows an example of the identification and authentication 
operations at roaming by using an IC device provided with the IC chip illustrated in Fig. 17. 

In Fig. 1, reference numerals 1 , 2 and N denote first, second and Nth mobile networks which respectively adopt 
different communication methods, 9 denotes an interworking apparatus provided at the network side for roaming among 
these mobile networks adopting the different communication methods, 10 denotes a mobile terminal using the com- 

30 munication method betonging to the first mobile network 1 , 20 denotes a mobile terminal using the communication 
method belonging to the second mobile network 2, and 100, 200, 300, 400 and 900 denote IC devices which are freely 
attachable to and detachable from the mobile terminals, respectively. 

The IC device 1 00 is the conventional IC device and has the specification for the communication method belonging 
to the first mobile network 1 . This IC device 100 is utilized by a user subscribed to the first mobile network 1 when this 

35 user accesses to this first mobile network 1 or to a mobile network adopting the same communication method as that 
of the first mobile network 1 . The IC device 200 is also the conventional IC device and has the specification for the 
communication method belonging to the second mobile network 2. This IC device 200 is utilized by a user subscribed 
to the second mobile network 2 when this user accesses to this second mobile network 2 or to a mobile network 
adopting the same communication method as that of the second mobile network 2. 

40 The IC device 300 is provided according to the present invention. This IC device 300 is utilized by a user subscribed 

to the first mobile network 1 when this user accesses (roams) to the second mobile network 2. The IC device 400 is 
also provided according to the present invention. This IC device 400 is utilized by a user subscribed to the first mobile 
network 1 when this user accesses to the first mobile network 1 and also when the user accesses (roams) to the second 
mobile network 2. The IC device 900 is provided according to the present invention. This IC device 900 is utilized by 

^ a user subscribed to the first mobile network 1 when this user accesses to the first mobile network 1 and also when 
the user accesses (roams) to the second mobile network 2. 

There are following three kinds of a subscriber / mobile terminal identifying device provided for a mobile subscriber 
who made a subscriber contract with the first mobile network 1 and, as an additional service, made a roaming contract 
with the second mobile network 2 (hereinafter called as a roaming-contracted subscriber). 

50 

(1) a subscriber / mobile terminal identifying device constituted by both the IC device 100 and the IC device 300, 

(2) a subscriber / mobile terminal identifying device constituted by the IC device 400. and 

(3) a subscriber / mobile terminal Identifying device constituted by the IC device 900. 

55 The IC device which nnay be typically constituted by a smart card accommodates an IC chip and Its basement. 
The IC chip mainly consists of a CPU and at least one memory. The basement is a card type base tor mounting the 
IC chip. The shape of the basement and the position for mounting the IC device on the basement are defined by the 
international standard (ISO-7816). However, all the IC devices for the various mobile networks will not completely 
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correspond to ISO-7816 as in the present invention. 

The IC device according to the present Invention is constituted by a 8 bits CPU and at least one memory with a 
capacity of several kilo bytes. The bit number and memory capacity may be optionally increased in future. 

Fig. 2 schematically shows a mechanical structure example of the IC devices ioo, 200, 300 or 900 shown in Fig. 
s 1 . The IC devices 1 00, 200, 300 and 900 have IC chips 1 60, 260. 360 and 960 and basements 1 70, 270, 370 and 970, 
respectively. 

Fig. 3 schematically shows a mechanical structure example of the IC device 400 shown in Fig. 1. The IC device 
400 has two IC chips 160 and 360 mounted on a common card type basement 470. Since these IC chips have the 
same configurations as the IC chip 160 on the IC device 100 and the IC chip 360 on the IC device 300, the same 

10 .reference numerals are given, respectively. As shown in Fig. 3, these two IC chips 160 and 360 are mounted at the 
respective end portions on the same surface of the basement 470 so that the mounted positions of these IC chips are 
symmetry with respect to the center point of the basement 470. In other words, the IC chips 160 and 360 are nnounted 
at the positions with the same space from the respective side edges of the basement and with the same space D2 
from the respective end edges of the baserpent. It is possible to mount the two IC chips 160 and 360 on the opposite 

IS surfaces of the basement 470, respectively. By Inverting the Inserting direction of the former IC device 400 into the 
mobile terminal or by turning over the inserting surface of the latter IC device 400, it is possible to commonly use these 
IC devices 400 for both the mobile terminals 10 and 20. The IC device 400 provides the similar function as that of the 
two IC devices 100 and 300. 

Table 1 shows the IC chips mounted on the respective iC devices. 

20 



Table 1 
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IC device 


IC chip 


100 


160 


200 


260 


300 


360 


400 


160 and 360 


900 


960 



Each of the IC chips has a program memory area for storing operation programs and a data memory area for storing 
data. Typical configuration of the memory areas in the I C chip applied for the IC device is defined by the ISO and thus 
the following description will use the terms defined in the ISO. 

In general, each of the memory areas In the IC chip has a multi-layered file structure constituted by a plurality of 
EFs (Elementary Files) for storing data, at least one DF (Dedicated File) for managing for example security information 
of the EFs, and a MF (Master File) for managing all the file in the IC chip. The one DF will generally manage the plurality 
of EFs. The DF is prepared for every application of the IC device. 

Actual file configuration of the memory areas in the IC chip mounted on the iC device will be determined, based 
upon this file structure, in accordance with the communication methods belonging to the first mobile network 1 and to 
the second mobile network 2. 

In order to easily understand the present invention, file configurations of the conventional IC chips will be first 
described with reference to Figs. 4 to 6. Figs. 4 and 5 show conventional file configuration examples of the data memory, 
area of the IC chip 160 mounted on the IC device 100 which is conformed to the communication method belonging to 
the first mobile network 1, and Fig. 6 shows a conventional file configuration example of the data memory area of the 
IC chip 260 mounted on the IC device 200 which is conformed to the communication method belonging to the second 
mobile network 2. Supposing that, in this embodiment, the first mobile network 1 adopts the communication method 
for managing both the mobile subscriber and the mobile terminal by means of IC device, such as the PDC method, 
whereas the second mobile network 2 adopts the communication method for managing only the mobile subscriber by 
means of the IC device, such as the GSM method. 

In the example shown in Fig. 4. the IC chip 160 in the IC device 100 has EF 111 for storing a subscriber ID (iden- 
tification) number SIDNI,, EF 112 for storing a subscriber authentication key SAKI^, EF 113 for storing a mobile 
terminal ID number MTIDN^ and EF 114 for storing a mobile terminal authentication key MTAK^, which are given at 
the first mobile network system I.ThelCchip 160 also has DF llOfor managing these EFs and, MF 101 fornnanaging 
all files in this IC chip 160. As shown in the example of Fig. 5, the configuration of the IC chip 160 may be modified so 
that DF 120 manages the EF 111 for storing the subscriber ID number SiDNI^ and the EF 112 for storing the subscriber 
authentbation key SAKI^, and that DF 130 manages the EF 113 for storing the mobile terminal ID number MTIDN^ 
and the EF 114 for storing the mobile terminal authentication key MTAK^. In this case, all files in the IC chip 160 are 
managed by MF 102. 
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In the example shown in Fig. 6, the IC chip 260 in the IC device 200 has EF 141 for storing a subscriber ID number 
SIDN2i and EF 142 for storing a subscriber authentication key SAK2-|, which are given at the second mobile network 
system 2. The IC chip 260 also has DF 1 40 for managing these EFs and MF 201 for managing all files in this IC chip 260. 
It Is to be noted that, in this embodiment according to the present Invention, the mobile terminal ID number MTIDN^ 

s for the first mobile network 1 and the subscriber ID number SIDN2^ for the second mobile network 2 use the same 
data space (same memory space). Also, the subscriber authentication key SAKI^ and the mobile terminal authenti- 
cation key MTAKf for the first mobile network 1 have 64 bits width, and the subscriber authentication key SAK2i for 
the second mobile network 2 has 1 28 bits width. 

Fig. 7 shows a file configuration example of the data memory area of the IC chip 360 mounted on the IC device 

10 300 or 400, and Figs. 8 and 9 show file configuration examples of the data memory area of the IC chip 960 mounted 
on the IC device 900, according to the present invention. In each of these examples, there is DF 150 used for the 
roaming operation in the second mobile network 2 (visited network). 

In the example shown in Fig. 7. the I C chip 360 in the IC device 300 or 400 has EF 151 for storing a subscriber 
ID number which is the same value as that of the mobile terminal ID number MTIDN, given at the first mobile network 

IS 1 (home network) to the roaming-contracted subscriber, and EF 1 52 for storing a subscriber authentication key SAK2^ 
given at the second mobile network system 2. The IC chip 360 also has DF 150 for managing these EFs, and MF 301 
for managing all files in this IC chip 360. 

As will be understood, according to this example, a number which is the same as the mobile terminal ID number 
f^TIDNi given to the roaming-contracted subscriber at the home network Is stored in the memory area EF 151 as the 

20 subscriber ID number managed by the DF 150 which is conformed with the communication method In the second 
mobile network 2 (visited network). At the network side, it may be necessary to provide the interworking apparatus 9 
having the similar function for roaming among the mobile networks adopting the different communication methods. An 
example of such intenvorking apparatus is described in EP application No.96112977.2 (not yet published) filed on 
August 1 3, 1 996 by the same applicant as this application. 

2S Instead of the mobile terminal ID number fy/ITIDNi given to the roaming-contracted subscriber at the home network, 

a number obtained by modifying, in accordance with the network ID number or the country number, the subscriber ID 
number SIDNI^ which is given to the roaming-contracted subscriber at the home network can be stored in the memory 
areaEF 151 as the subscriber ID number managed by the DF 150. In general, the subscriber ID nunnber and the mobile 
terminal ID number will contain the country number or the manufacturer's code. However, if the mobile network is 

30 provided within a single country or if the mobile network is monopolized by a single manufacturer, these country number 
and the manufacturer's code may be omitted. In the latter case, a number which Is the same as the subscriber ID 
number SIDN1-, will be stored in the memory area EF 151 as the subscriber ID number managed by the DF 150. 

The subscriber authentication key SAK2^ managed by the DF 150 can be provided by the Interworking apparatus 
9 or by the first mobile network 1 . In this embodiment, the subscriber authentication key SAK2i is provided based upon 

35 the subscriber authentication key SAKI^ and the mobile terminal authentication key MTAK^ given at first the rriobile 
network 1 . 

In the example shown in Fig. 8. the IC chip 960 in the IC device 900 has the DF 110 which contains the EFs 111 
to 114 shown in Fig. 4, the DF 150 which contains the EFs 151 and 152 shown in Fig. 7. and MF 901 for managing all 
files in this IC chip 960. 

40 According to this example, a number which is the same as the mobile terminal ID number MTIDN^ given to the 

roaming-contracted subscriber at the home network and stored In the EF 113 managed by the DF 110 is also stored 
in the memory area EF 151 as the subscriber ID number managed by the DF 150 which is conformed to the commu- 
nication method in the second mobile network 2. 

In the example shown in Fig. 9, the IC chip 960 in the IC device 900 has the DF 120 which contains the EFs 111 
45 and 112 shown in Fig. 5, the DF 130 which contains the EFs 113 and 114 shown in Fig. 5, the DF 150 which contains 
the EFs 151 and 152 shown in Fig. 7, and MF 902 for managing all files In this IC chip 960. 

According to this example, a number which is the same as the mobile terminal ID number MTIDN^ given to the 
roaming-contracted subscriber at the home network and stored in the EF 11 3 managed by the DF 1 30 is also stored 
in the memory area EF 151 as the subscriber ID number managed by the DF 150 which is conformed to the commu- 
so nicatfon method in the second mobile network 2. 

In the aforementioned data memory area MF 301 (Fig. 7) In the IC chip 360 with respect to the IC devices 300 
and 400, only the DF 1 50 for the second mobile network 2 Is accommodated. Therefore, this IC chip 360 is applicable 
only when the roaming-contracted subscriber accesses to this second mobile network 2 {visited network). Whereas, 
in the aforementioned data memory areas MF 901 (Fig. 8) and MF 902 (Fig. 9) in the IC chip 960 with respect to the 
55 IC device 900, the DFs for both the first mobile network 1 and the second mobile network 2 are accommodated. 
Therefore, this IC chip 960 is applicable when the roaming-contracted subscriber accesses not only to the first mobile 
network 1 (home network) but also to the second mobile network 2 (visited network). 

Fig. 10 shows an example of the IC chip 360 with respect to the IC devices 300 and 400. In this example, as shown 
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in the figure, the IC chip 360 has, other than the above-mentioned MF 301 , an authentication program 1 90 and a FCP 
(Format Conversion Program) 303 for executing the conversion of data format between the first and second mobile 
networl^s 1 and 2. 

The authentication program 1 90 is made to execute the authentication operation in accordance with the commu- 
s nication method belonging to the first mobile network 1 . As shown in Fig. 11 , an authentication key of 64 bits width and 
a random number RN1 of 64 bits width are input into or selected for this authentication program 190 and a response 
RE1 of 64 bits width is output from the program 190. This authentication program 190 is the same as that in the IC 
chip 160. 

The FCP 303 contains, as shown in Fig. 1 2, a first conversion function 303a for converting a random number RN2 
10 of 126 bits width to the random number RN1 of 64 bits width, and a second conversion function 303b for converting 
the response RE1 of 64 bits width to a response RE2 of 32 bits width. By using this FCP 303 and the authentication 
program 190 together, authentication in the second mobile network 2 can be executed. Such conversion functions are 
described in EP application No.951 03605.2 published as EP06731 78A2 filed by the same applicant as this application. 
Fig. 13 shows an another example of the IC chip 360 with respect to the IC devices 300 and 400. In this example, 
IS as shown In the figure, the IC chip 360 has, other than the above-mentioned MF 301 , an authentication program 290. 

The authentication program 290 is made to execute .the authentication operation in accordance with the commu- 
nication method belonging to the second mobile network 2. As shown in Fig, 1 4, an authentication key of 1 28 bits width 
and a random number RN2 of 128 bits width are input into or selected for this authentication program 290 and a 
response RE2 of 32 bits width is output from the program 290. This authentication program 290 Is the same as that In 
20 . the IC chip 260. 

As will be understood from the above-explanation, the IC chip 360 has at least one of the authentication program 
1 90 and the authentication program 290. The FCP 303 is necessarily accompanied with the authentication program 1 90. 

Fig. 15 shows an example of the IC chip 960 with respect to the IC device 900. In this example, as shown in the 
figure, the IC chip 960 has, other than the above-mentioned MF 901 or MF 902, the authentication program 190, the 
2S FCP 303 for executing the conversion of data format between the first and second mobile networks 1 and 2, and a 
controller 304 for distinguishing the communication method belonging to the visited network to provide a control signal. 

The controller 304 is, as shown in Fig. 16, made to distinguish the network in which the roaming-contracted sub- 
scriber is locating from the first and second mobile networks 1 and 2 based upon the detected command provided from 
the mobile terminal to the IC chip 960, and to control the conversion operation of the FCP 303 in accordance with the 
30 distinguished result. The command used for distinction is for example the selection command of the DP, code of the 
authentication command, parameter(s) accompanied with the authentication command or the length of the authenti- 
cation command. 

Fig. 17 shows an another example of the 10 chip 960 with respect to the IC device 900. In this example, as shown 
In the figure, the IC chip 960 has, other than the above-mentioned MF 901 or MF 902, the authentication program 190, 

3S the authentication program 290, and a selector 305 for distinguishing the communication method belonging to the 
visited network to select one of the authentication programs 1 90 and 290. 

The selector 305 is, as shown in Fig. 18, made to distinguish the network in which the roaming-contracted sub- 
scriber Is locating from the first and second mobile networks 1 and 2 based upon the detected command provided from 
the mobile terminal to the IC chip 960, and to select one of the authentication programs in accordance with the distin- 

^0 guished result. The command used for distinction is for example the selection command of the DF, code of the authen- 
tication command, parameter(s) accornpanied with the authentication command or the length of the authentication 
command. 

Table 2 shows the aforementioned file configurations and programs in the respective IC chips 160, 260, 360 and 
960. 

4S 

Table 2 



IC chip 


file configuration 


program 


160 


MF101 orMF102 


190 


260 


MF 201 


290 


360 


MF301 


(190 + 303) or 290 


960 ■ 


MF 901 or MF 902 


(1 90 + 303 + 304) or (1 90 + 290 + 305) 



Fig. 19 shows an example of the identification and authentication operations at roaming by using the IC device 
300 or 400 with the IC chip 360 illustrated in Fig. 10. 

In order to access in the second mobile network 2 (visited network), the roaming-contracted subscriber will first 
mount the IC device 300 or 400 to the mobile terminal 20. Thus, the mobile terminal 20 transmits a command for 
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selecting the DF 150 (ID of the DF 150) which is conformed to the second mobile network 2 to the IC chip 360 of the 
nnounted IC device. As a result, the IC chip 360 actually selects the DF 150. Then, the mobile terminal 20 requests, to 
the IC chip 360, to gel the subscriber ID number stored in the EF 151 which is managed by the DF 150. Thus, the 
subscriber ID number stored in the EF 151 , which is the same as the mobile terminal ID number MTIDN^ given to the 

s roamlng^contracted subscriber at the home network, is read out and transmitted from the 10 chip 360 to the second 
mobile network 2 via the mobile terminal 20. 

Typically, the subscriber ID number is constituted by the country number with respect to the mobile subscriber, the 
network number of the home network and the subscriber number. Since the subscriber ID number MTIDN-, is one given 
by the system of the first mobile network 1 , the second mobile network 2 can judge, based upon its country number 

10 and network number, that this mobile subscriber is a visiting subscriber from another network. 

The second mobile network 2 presents the subscriber ID number MTIDN- and requests (interrogates) to obtain 
the authentication information with respect to this roaming-contracted subscriber to the interworking apparatus among 
different communication method's networks 9. This authentication information request has the format belonging to the 
second mobile network 2. The intenA/orking apparatus 9 converts the format of this authentication information request 

IS accompanied with the presented subscriber ID number MTIDN- into the format belonging to the first mobile network 
1 and then transmits it to the first mobile network 1 . 

The first mobile network 1 thus retrieves an authentication information of the roaming-contracted subscriber in 
accordance with the presented subscriber ID number MTIDN-. According to this retrieval, the authentication information 
containing the random number RN1 and the response RE1 are obtained. Since the subscriber authentication key 

20 SAK2i of this- roaming-contracted subscriber, used in the second mobile network 2 was decided based upon the sub- 
scriber authentication key SAKI^ and the mobile terminal authentication key fs/ITAK^ used in the first mobile network 
1, the first mobile network 1 can know this subscriber authentication key SAK2i and therefore can calculate the re- 
sponse RE 1. 

The obtained authentication information has the format belonging to the first mobile network 1 , and therefore it is 

25 necessary to convert it into the format belonging to the second mobile network 2 at the intenworking apparatus 9 or at 
tlie first mobile network 1 before transmission to the second mobile network 2. 

In the example of Fig. 19, this conversion is executed by using conversion functions in the Interworking apparatus 
9, One of the conversion functions is a function for converting the random number RN1 of 64 bits width to a random 
number RN2 of 128 bits width. This function is inverse to the first conversion function 303a in the FCP 303 shown in 

30 Fig. 1 2. The other one of the conversion functions is that for converting the response RE1 of 64 bits wkJth to a response 
RE2 of 32 bits width. The latter function is the same as the second conversion function 303b in the FCP 303. The 
subscriber authentication parameters RN2 and RE2 thus converted to the format belonging to the second mobile 
network 2 are transmitted from the interworking apparatus 9 to the second mobile network 2. 

The second mobile network 2 informs the random number RN2 to the IC chip 360 via the mobile terminal 20 and 

35 instructs the IC chip 360 to execute the authentication operation. Thus, in the IC chip 360, the first conversion function 
303a in the FCP 303 converts the random number RN2 to the random number RN1 in the format belonging to the first 
mobile network 1. The converted random number RN1 is then delivered to the authentication program 190. The au- 
thentication program 1 90 calculates a response RE 1 based upon the delivered random number RN1 and the subscriber 
authentication key SAK2^ stored in the EF 1 52 which is managed by the DF 150. Then, the second conversion function 

40 303b in the FCP 303 converts the response RE1 to the response RE2 in the format belonging to the second mobile 
network 2. The calculated and converted response RE2 is transmitted to the second mobile network 2 via the mobile 
terminal 20. In the second mobile network 2, the transmitted response RE2 is collated with the response from the 
interworking apparatus 9 and accordingly the authentication of the roaming<;ontracted subscriber is completed. 
Fig. 20 shows an example of the identification and authentication operations at roaming by using the IC device 

45 900 with the IC chip 960 illustrated in Fig. 15. 

In order to access in the second mobile network 2 (visited network), the roaming-contracted subscriber will first 
mount the IC device 900 to the mobile terminal 20. Thus, the mobile terminal 20 transmits a command for selecting 
the DF 150 (ID of the DF 150) which is conformed to the second mobile network 2 to the IC chip 960 of the mounted 
IC device. As a result, the controller 304 in the IC chip 960 distinguishes that the visiting network is the second mobile 

50 network 2 or the network adopting the same communication method as the second mobile network 2. and controls so 
that the FCP 303 executes the conversion operation. Also, the IC chip 960 selects the DF 1 50. Then, the mobile terminal 
20 requests, to the IC chip 960, to get the subscriber ID number stored in the EF 151 which is managed by the DF 
1 50. Thus, the subscriber ID number stored in the EF 1 51 , which is the same as the mobile terminal ID number MTIDN- 
given to the roaming-contracted subscriber at the home network, is read out and transmitted from the I C chip 960 to 

55 the mobile terminal 20. Subsequent operations of the IC chip 960 are completely the same as those of the IC chip 360 
described with reference to Fig. 1 9. 

If the roaming-contracted subscriber mounts the IC device 900 to the mobile terminal 10 to access to the first 
mobile network 1 (home network), the mobile terminal 1 0 transmits a selection command for the DF 11 0 or for the DFs 
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120 and 130 to the IC chip 960. Thus, the controller 304 in the IC chip 960 distinguishes that this network is the first 
mobile network 1 or the network adopting the sanne communication method as the first mobile network 1 . and controls 
so that the FCP 303 will not execute the conversion operation. Also, the IC chip 960 selects the DF 110 or the DFs 
120 and 130. 

s Thus, the IC chip 960 can be used not only in the second mobile network 2 (visited network) but also in the first 

mobile network 1 (home network) in contrast with the 10 chip 360. The controller 304 distinguishes the network in which 
the roaming-contracted subscriber is accessing from the first and second mobile networks 1 and 2, and controls the 
conversion operation of the FCP 303 in accordance with the distinguished result. If It is distinguished that the roaming- 
contracted subscriber is in the first mobile network 1 . since the authentication program 190 can be used without con-. 

10 version, the conversion operation of the FCP 303 is stopped so as to execute no conversion of the random number 
and the response. If it is distinguished that the roaming-contracted subscriber is visiting In the second mobile network 
2, the conversion operation described with reference to Fig. 19 is executed. 

Fig. 21 shows an example of the identification and authentication operations at roanning by using the IC device 
900 with the IC chip 960 illustrated in Fig. 17. 

IS In order to access In the second mobile network 2 (visited network), the roaming-contracted subscriber will first 

mount the IC device 900 to the mobile terminal 20. Thus, the mobile terminal 20 transmits a command for selecting 
the DF 150 (ID of the DF 150) which is conformed to the second mobile network 2 to the IC chip 960 of the nnounted 
IC device. As a result, the selector 305 In the IC chip 960 distinguishes that the visiting network Is the second mobile 
network 2 or the network adopting the same communication method as the second mobile network 2, and selects the 

20 authentication program 290. Also, the IC chip 960 selects the DF 150. Then, the mobile terminal 20 requests, to the 
IC chip 960, to get the subscriber ID number stored in the EF 1 51 which is managed by the DF 1 50. Thus, the subscriber 
ID number stored in the EF 151 , which is the same as the mobile terminal ID number MTIDN^ given to the roaming- 
contracted subscriber at the home network, is read out and transmitted from the IC chip 960 to the second mobile 
network 2 via the mobile terminal 20. 

2S Typically, the subscriber ID number is constituted by the country number with, respect to the mobile subscriber, the 

network number of the home network and the subscriber number. Since the subscriber ID number MTIDN^ Is one given 
by the system of the first mobile network 1, the second mobile network 2 can judge, based upon Its country number 
and network number, that this mobile subscriber Is a visiting subscriber from another network. 

The second mobile network 2 presents the subscriber ID number MTIDN^ and requests (interrogates) to obtain 

30 the authentication information with respect to this roaming-contracted subscriber to the intenvorking apparatus among 
different communication method's networks 9. This authentication information request has the format belonging to the 
second mobile network 2. The interworking apparatus 9 converts the format of this authentication information request 
accompanied with the presented subscriber ID number MTIDNi Into the format belonging to the first mobile network 
1 and then transmits it to the first mobile network 1 . 

3S The first mobile network 1 thus retrieves an authentication information of. the roaming-contracted subscriber in 

accordance with the presented subscriber ID number MTIDN^ . According to this retrieval, the authentication information 
containing the random number RN1 and the response RE1 are obtained. Since the subscriber authentication key 
SAK2<, of this roaming-contracted subscriber, used In the second mobile network 2 was decided based upon the sub- 
scriber authentication key SAK1 ^ and the mobile terminal authentication key MTAK^ used in the first mobile network 

40 1 , the first mobile network 1 can know this subscriber authentication key SAK2i and therefore can calculate the re- 
sponse RE 1. 

The obtained authentication information has the format belonging to the first mobile network 1 , and therefore it is 
necessary to convert it Into the format belonging to the second mobile network 2 at the interworking apparatus 9 or at 
the first mobile network 1 before transmission to the second mobile network 2. 

^ In the example of Fig. 21 , this conversion is executed by using conversbn functions in the interworking apparatus 

9. One of the conversion functions is a function for converting the random number RN1 of 64 bits width to a random 
number RN2 of 128 bits width. This function is inverse to the first- conversion function 303a in the FCP 303 shown in 
Fig. 1 2. The other one of the conversion functions Is that for converting the response RE 1 of 64 bits width to a response 
RE2 of 32 bits width. The latter function is the same as the second conversion function 303b in the FCP 303. The 

so subscriber authentication parameters RN2 and RE2 thus converted to the format belonging to the second mobile 
network 2 are transmitted from the interworking apparatus 9 to the second mobile network 2. 

The second mobile network 2 informs the random number RN2 to the IC chip 960 via the mobile terminal 20 and 
instructs the IC chip 960 to execute the authentication operation. Thus, in the IC chip 960, the authentication program 
290 calculates a response RE2 based upon the random number RN2 and the subscriber authentication key SAK2i 

ss stored in the EF 152 which Is managed by the DF 150. The calculated response RE2 Is transmitted to the second 
mobile network 2 via the mobile temninal 20. In the second mobile network 2, the transmitted response RE2 is collated 
with the response from the intenvorking apparatus 9 and accordingly the authentication of the roaming-contracted 
subscriber is completed. 
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If the roaming-contracted subscriber mounts the IC device 900 to the mobile terminal 10 to access to the first 
mobile network 1 (home network), the mobile terminal 10 transmits a selection command for the DF 110 or tor the DFs 
120 and 130 to the IC chip 960. Thus, the selector 305 in the IC chip 960 distinguishes that this network is the first 
mobile network 1 or the network adopting the same communication method as the first mobile network 1, and selects 
s the authentication program 1 90. Also, the IC chip 960 selects the DF 110 or the DFs 1 20 and 1 30. 

Thus, the IC chip 960 can be used not only in the second mobile network 2 (visited network) but also in the first 
mobile network 1 (home network) in contrast with the IC chip 360. As aforementioned, the selector 305 distinguishes 
the network in which the roaming-contracted subscriber is accessing from the first and second mobile networks 1 and 
2. and selects the authentication program in accordance with the distinguished result. If it is distinguished that the 
10 roaming-contracted subscriber is in the first mobile network 1, the authentication program 190 is selected. If it is dis- 
tinguished that the roaming-contracted subscriber is visiting the second mobile network 2, the authentication program 
290 is selected. 

As aforementioned, by using the IC device 300 with the IC chip 360, the IC device 400 with the IC chips 360 and 
160 and the IC device 900 with the IC chip 960, the roaming-contracted subscriber can access to the second mobile 

IS network 2 (visited network) with the communication method different from that adopted by the first mobile network 1 
(home network) without modifying the mobile terminal 20. 

As will be understood from the above-description, according to the present invention, identification and authenti- 
cation of the subscriber and therefore roaming communication can be executed in the different communication method's 
mobile networks by means of a single subscriber/ mobile terminal identifying device. Also, since there is a single 

20 subscriber or mobile terminal number among the different communication method's mobile networks, data space for 
the ID number can be effectively utilized. Furthermore, since the difference of the communication methods is absorbed 
at the subscriber side by means of the subscriber/ mobile terminal identifying device, the roaming communication can 
be carried out without modifying the mobile terminal of the visited network. 

25 

Claims 



1 . A subscriber / mobile terminal identifying device attachable to and detachable from mobile terminals, and provided 
with an identification number for identifying a mobile subscriber or a mobile terminal, characterized in that said 
30 device includes a plurality of memory areas corresponding to a plurality of mobile networks adopting communication 
methods different from each other, respectively so that the mobile subscriber or the mobile terminal can be identified 
in said plurality of mobile networks, and that the same identification number for identifying said mobile subscriber 
or said mobile terminal is stored in all the plurality of memory areas. 

35 2. A device as claimed in claim 1 , wherein said device includes an authentication program with a format belonging 
to a home mobile network, and a conversion program for converting the format from the format belonging to the 
home mobile network into a format belonging to a visited mobile network. 

3. A device as claimed in claim 2, wherein said device further includes means for distinguishing a communication 
"^0 method adopted in a mobile network in which the mobile subscriber Is locating, based upon information given from 

a mobile terminal to which said device is attached, and means for allowing execution of said conversion program 
when said distinguished communication method belongs to said visited mobile network and for inhibiting the ex- 
ecution of saiti conversion program when said distinguished communication method belongs to said home mobile 
network. 

45 

4. A device as claimed in claim 1 , wherein said device includes a first authentication program with a format belonging 
to a home mobile network, and a second authentication program with a format belonging to a visited mobile network. 

5. A device as claimed in claim 4, wherein said device further includes means for distinguishing a communication 
so method adopted in a mobile network in which the mobile subscriber is locating, based upon information given from 

a mobile terminal to which said device is attached, and means for selecting said second authentication program 
vvhen said distinguished communication method belongs to said visited mobile network and for selecting said first 
authentication program when said distinguished communication method belongs to said home mobile network 

S5 6. A device as claimed in any one of claims 1 to 5, wherein said plurality of memory areas are mounted In a plurality 
of IC devices physically separated with each other, respectively. 

7. A device as claimed in any one of claims 1 to 5. wherein said plurality of memory areas are mounted In a single 
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IC device. 

A device as claimed in claim 7, wherein said single IC device contains a plurality of IC chips physically separated 
with each other, and wherein said plurality of memory areas are mounted in said plurality of IC chips, respectively 

A device as claimed in claim 7. wherein said single IC device contajns a single IC chip, and wherein said plurality 
of memory areas are mounted in said single IC chip. - 
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Fig. 2 
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Fig. 6 
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Fig. 8 
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